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ABSTRACT 

This paper introduces the structure of RootstockCollective, a Decentralized Autonomous 
Organization (DAO) that will serve as a platform for community-driven stewardship and 
growth of the Rootstock ecosystem. The paper lays out an overview of the token-based 
governance system under which the DAO will operate, introducing the governance token 
and voting mechanism. From day one, the DAO will decentralize the allocation of grants to 
builders to foster the development of innovative applications and use cases on the 
Rootstock blockchain. Additional functionalities will then be incorporated over time as 
guided by the community and implemented through on-chain governance. 
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INTRODUCTION 

RootstockCollective, or The Collective, is a DAO (Decentralized Autonomous Organization) 
designed to develop the Rootstock ecosystem by empowering and rewarding builders 
and users of Rootstock, and RIF token holders. As a merged-mined Bitcoin sidechain, 
Rootstock’s heartbeat is inextricably linked to Bitcoin. With blocks separated by seconds, 
instead of minutes, the Rootstock network ‘beats’ a lot faster, and serves as a scaling 
solution for Bitcoin. On Rootstock, developers are able to build rich, EVM-compatible, 
web3 apps – and they can do this using Bitcoin as the native currency, in the form of 
RBTC. 

RootstockCollective was formed to address a critical challenge faced by Bitcoin builders; 
value capture. Historically only Bitcoin miners and holders benefited from the Rootstock 
network’s growth. This changed with the launch of the RootstockCollective. The 
Collective’s governance token - stRIF - is created using the RIF token, and is enabled with 
advanced voting features. By using RIF as the foundation for governance, 
RootstockCollective puts builders, RIF token holders and community members at the 
heart of Bitcoin’s evolution, giving them a voice through decentralized governance over a 
community-led Treasury. The RootstockCollective Treasury is organized into purpose-
aligned sub-Treasuries (Grants, Growth, and General) ensuring targeted support and 
sustainable development. By moving towards decentralized governance, 
RootstockCollective will encourage community members to continue developing, 
promoting, and using Rootstock and RIF tokens. 

The initial implementation of RootstockCollective is a hybrid of centralized and 
decentralized components with a path toward maximal decentralization in the future. This 
is to allow for appropriate guardrails to be established whilst allowing community 
interaction for early adopters. 

RootstockCollective is more than a response to community needs; it is an exciting step 
towards a decentralized future where Bitcoin works for everyone. RootstockCollective is 
on a mission to bring Bitcoin to the next billion users by ensuring builders are rewarded 
and championed for their work. Welcome to the future of Bitcoin. Welcome to 
RootstockCollective. 
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ROOTSTOCKCOLLECTIVE FOUNDATION 

The RootstockCollective Foundation is registered in the Cayman Islands as a Foundation 
Company whose purpose is to support the operation and administration of DAOs within 
the Rootstock ecosystem. The Foundation is self-governed by a board of directors. The 
Foundation is not permitted to undertake any activities of a virtual assets service 
provider, including without limitation, custodial, token sale, or crypto exchange services. 

The RootstockCollective Foundation will facilitate the transition towards community-
driven decision-making for the Rootstock ecosystem. The Foundation’s role is to make 
this process transparent and credible, which will encourage community members to 
engage with and take ownership of the future of the Rootstock ecosystem. 

The Foundation will help bootstrap the initial versions of the Collective by assisting with 
off-chain tasks. These can include responsibilities such as maintaining software 
repositories, computing infrastructure, websites, acquiring domain names, and managing 
social media accounts. In these early phases of the DAO, the Foundation will direct the 
deployment of the software required for the DAO to go live and grow as a decentralized 
application, following the guidelines provided by the community. For many of the above 
responsibilities, the Foundation will need to engage with contractors, service providers, 
organizations, and enterprises on behalf of the ecosystem. 

The Foundation will also help manage the initial seed funds intended for the DAO’s 
treasury operations such as grant allocations, or expenses related to software 
development, deployments, security audits, and security bounties. The Foundation can 
also help meet regulatory requirements, when necessary. 

The Foundation will also initially serve as a guardian of the DAO’s assets. For example, 
consider a malicious proposal attempting to withdraw funds fraudulently from the DAO’s 
grants initiative. It is possible that several community members are unable to spot it as 
being malicious, and vote in favor of it without realizing the risk. Thus, the proposal might 
have a chance of getting enough votes to pass an on-chain vote. However, if the proposal 
is flagged by some community members as fraudulent, then the Foundation can 
intervene to block it in two ways. If the malicious proposal is identified before on-chain 
voting has concluded, then the Foundation can cancel (terminate) the voting process for 
that proposal.  If the malicious proposal is not detected on time and the vote succeeds - 
then it is still possible to avoid the loss of funds. This is because all successful proposals 
are added to an execution queue - where they must wait for a predetermined amount of 
time before they can be executed. The Foundation can take emergency action (through 
on-chain transactions) to remove malicious proposals from this queue.  
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The DAO’s smart contracts will reflect such special powers in a transparent manner. All of 
the code for the DAO will be open source. The deployed smart contract code will be 
public on the Rootstock blockchain. The code can be examined by community members 
or any interested party to verify the exact nature of special powers granted to the 
Foundation. The actions taken by the Foundation will leave a public record on the 
Rootstock blockchain  For security purposes, all of the Collective’s funds will be managed 
through multisig wallet contracts. Transactions from these wallets, called Safes, will 
require signatures from at least 3 out of 4 approvers. The Foundation will control 2 of the 
signature keys, while the remaining 2 keys will be held by key members of the Collective 
ecosystem, such as RootstockLabs and StableLabs. In the future, these responsibilities 
may be transferred to a Security Council appointed by the community. The Rootstock 
blockchain will have an on-chain record of all actions taken through these multisig wallets. 

Over time, the Foundation will play a less active role. As the community progressively 
assumes more control, the Foundation will step back. The DAO’s smart contracts will be 
updated to reflect the increased responsibilities assumed by the community. However, 
given the nature and scope of the Foundation’s activities, it may be difficult (or 
impossible) for the community to assume all responsibilities - and there may be a 
continuing need to rely on the Foundation. In the long term, the community can 
experiment with different organizational structures to receive assistance on tasks that 
cannot be fully decentralized.    

 

 

 

 

 

 

 

  



6 

GOVERNANCE SYSTEM 

RootstockCollective uses a state-of-the-art, token-based, governance system with off-
chain and on-chain components. For this purpose, a new ERC20 token, with smart 
contracting features for on-chain voting, was deployed on the Rootstock network. 

 

Governance Token 

To align governance rights with the existing ecosystem, the governance token was created 
using the RIF Token as the underlying asset. Specifically, the governance token can only be 
minted by staking (locking) RIF tokens to a governance system contract. This governance 
token is called stRIF, where the “st” stands for ‘Staked’. 

It is the norm for DAOs to launch with a new governance token. However, it is unusual for 
the new governance tokens to have links with any pre-existing tokens. Therefore, the 
decision to tie governance power in RootstockCollective with the RIF token merits some 
justification.  

Unlike most DAOs, the RootstockCollective is not tied to any specific application. Rather, it 
is intended to serve as a decentralized decision-making platform and to capture value 
within an existing ecosystem. RIF is a core part of this ecosystem. Recall that RIF is a utility 
token that currently powers protocols such as RifOnChain (USDRIF stablecoin) and RIF 
Name Service (RNS). Another reason to link the governance of RootstockCollective with 
RIF is the economic sustainability of the DAO. As mentioned in the RIF Whitepaper, 
RootstockLabs is entitled to receive a share of the transaction fees generated by the 
Rootstock blockchain. To support this new role for RIF in community-led stewardship of 
the Rootstock ecosystem, RootstockLabs can decide to redirect a share of the fees it 
receives to the DAO. 

Additionally, by tying the governance token to RIF, RootstockCollective can easily integrate 
and onboard the governance of other RIF protocols in the future, such as the RIF Name 
Service and the RifOnChain protocols. This will allow the DAO to diversify its revenue 
stream, while also fostering well-established Rootstock protocols using RIF at the center.  

With a new governance use case, RIF gains additional utility. However, it should be clear 
that voting power in the Collective resides in stRIF - not in RIF. Community members can 
stake (i.e. lock) any amount of RIF tokens and receive an equivalent amount of stRIF 
tokens (in a 1:1 ratio). To keep this conversion precise, stRIF is issued using the same 
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precision as RIF (i.e. 18 decimal points). Stakers can reclaim their underlying RIF tokens at 
any time through an unstaking process by returning stRIF tokens to the governance 
system. The returned stRIF tokens are burnt as part of the unstaking process. Therefore, 
each stRIF token in existence is always backed 1:1 by an underlying RIF token staked on the 
governance system. At times, it may seem simpler to describe the withdrawal process as 
unstaking stRIF to recover RIF. However, technically speaking, it is only RIF that is staked or 
unstaked from the Collective. 

In November 2024, the stRIF token contract was updated as part of the launch of the 
DAO’s Collective Rewards mechanism. Additional details about this upgrade are described 
later - after we present the proposal creation and voting logic. 
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PROPOSALS AND VOTING 

 

Voting Power: Delegation and Snapshots 

In terms of voting power, the DAO follows the rule of assigning one vote to each stRIF 
token. This approach is followed by several well-established DAOs, including those of 
leading DeFi protocols such as Compound, AAVE, and Uniswap. Following best practices 
from such state of the art DAOs, a user’s voting power is not derived from their current 
stRIF balance. Instead, a stRIF holder’s voting power is determined using two concepts: 
delegation and snapshots. 

In modern DAOs, governance token holders can vote by themselves, or nominate 
someone else (called a delegate) to vote on their behalf. Delegation is actually a 
mandatory technical requirement for an account’s stRIF holdings to have voting power. 
This means that merely holding stRIF tokens does not provide any voting power. To gain 
voting power, each stRIF holder must set up a delegate address on chain. The delegate 
account can be a stRIF owner’s own Rootstock address - this is the default for those who 
wish to vote directly. The DAO facilitates this by automatically assigning stRIF holders to 
be their own delegates (self-delegation) at the time of staking RIF for the first time. Later, 
stRIF holders can delegate their voting power to third parties. 

stRIF holders (i.e. owners) can send a transaction to the stRIF smart contract and change 
the delegate address whenever they want. But at any point of time, there can only be a 
single delegate address associated with any account that holds stRIF - and this delegate 
receives the voting power for the owner’s entire balance of stRIF. This means that stRIF 
holders never lose ownership or control over their stRIF while delegating to another 
account, only the stRIF voting power is assigned. Delegates can therefore possess voting 
power without owning any stRIF themselves. 

Suppose user A with a balance of 2000 stRIF serves as her own delegate. Then her voting 
power is 2000. If user A then selects user B as her delegate, then user A’s own voting 
power drops to 0 and user B’s voting power increases by 2000. User A can reclaim voting 
power - to vote directly - by resetting the delegate address to her own account. 

When an account’s stRIF balance goes up by 1000 stRIF, their delegate’s voting power 
goes up by 1000. It does not matter whether the 1000 increase comes about from staking 
additional RIF tokens, receiving stRIF through a transfer, or some combination of events. 
Similarly, if an account’s balance goes down by 500 stRIF, then the delegate account’s 
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voting power reduces by the same amount. Only the owner of stRIF tokens can choose 
which address gains the voting power for their stRIF holdings. Voting power cannot be 
passed forward by the current delegate to a different account. 

The key takeaway thus far is that - in order to be able to vote in the DAO, an account must 
be set as a delegate for some account. An account can serve as its own delegate (self-
delegation).  

For any Rootstock address, the stRIF contract can be queried to learn the address of their 
delegate. When no delegate has been set, the stRIF contract responds to such a query 
with a default “zero-address” (0x00…00). If a user creates a new account and receives 
some stRIF in it, the delegate for the new account is still the zero-address. The user must 
use an on-chain transaction to explicitly set a delegate. The only time the DAO 
automatically sets the delegate on behalf of a user - to their own address - is when 
someone stakes RIF for the first time. In all other cases, the delegate is set directly by the 
account owner, or is treated as the zero-address. Delegation is only one part of the 
picture - the other part is the timing of a proposal. When voting on a proposal, an 
account’s voting power (also called voting weight) is derived from the amount of stRIF 
delegated to it (from others or itself) as reflected in a reference block for that proposal.. 
This reference block is called a snapshot (for that proposal). 

In general, each proposal in the DAO will have its own snapshot block to serve as the 
reference for voting power. By default, RootstockCollective uses delegated voting power 
from a snapshot block immediately following the block in which a proposal goes live (i.e. a 
1 block offset). In the future, the community can modify the system such that each 
proposal can specify its own reference block to use as a snapshot. 

For example, suppose user A is her own delegate. When Proposal-X is created, user A has 
a stRIF balance of 1000. User A observes the proposal and - after a few blocks - decides 
to stake another 1000 RIF tokens. Her current voting power increases to 2000, but this 
increase will not be effective to vote for Proposal-X. For that proposal, her voting power is 
still 1000, as captured in the snapshot. In fact, user A could unstake all of her RIFtokens, 
and still retain voting power of 1000 for Proposal-X despite owning no stRIF tokens at all. 

The practical significance is that this allows the community to limit strategic behavior 
such as someone rapidly accumulating a large amount of governance tokens just before 
an important vote is decided. Using snapshot (also called checkpoint)  rather than 
current values of voting power also eliminates double voting - otherwise a voter could 
transfer governance tokens to a fresh address to vote again before the voting ends.  
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Types of Proposals 

When the Collective was launched, voting was limited to  the grants initiative - to decide 
whether, and how much, to award to a particular builder or project. In 2024 Q4, the DAO 
introduced the Collective Rewards mechanism for builders and RIF stakers to drive the 
expansion of the Rootstock ecosystem. The rewards capability requires community voting 
on proposals as part of a process to establish the eligibility of individual builders to 
receive rewards. 

As the Collective progresses towards greater decentralization, there will be the need for 
administrative proposals to perform updates to the governance system itself. This can 
include proposals to reset system parameters, such as quorum requirements, or security 
timelocks used to delay when major changes to system parameters or voting outcomes 
become effective. The community can also introduce guardians or a security council (a 
common practice in DAOs e.g. Compound’s Pause Guardians) with the ability to take 
some emergency action. Voting can be used to update the list of members with such 
privileged roles. There can also be proposals related to managing the DAO’s treasury. At 
various points in time, the DAO will have a variety of assets in its treasury, such as RBTC 
and RIF. When there are multiple assets, the community can use voting to manage this 
portfolio, and set separate grant budgets for each asset. In the meantime, the Foundation 
will actively seek community approval on the Collective’s roadmap and bootstrapping 
phase. 

 

 

Proposal Lifecycle 

On-chain voting always requires a fair amount of prior preparation that happens off-
chain. The initial step is for a community member to introduce a proposal to the rest of 
the community. These are sometimes called improvement proposals. In the context of 
DAOs, the norm is to introduce proposals in a specific community discussion forum. For 
the Collective, the discussion forum (Discourse) is available at 
https://gov.rootstockcollective.xyz/ 

 

 

https://gov.rootstockcollective.xyz/
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Preliminary versions of proposals are often informal descriptions of ideas intended to 
inform and initiate conversation. Once proposals are initiated, they are expected to go 
through a process of deliberation, during which they continue to evolve and add more 
structure. In most communities, it is quite common for some proposals to not receive any 
attention and they stagnate. Only a few proposals generate sustained interest, and just a 
few of those ultimately develop into a mature proposal. 

Once a proposal is mature and ready for on-chain voting, it has to be submitted formally 
to the DAO’s governance system. This requires sending an on-chain transaction to call a 
specific function in a governance-system smart contract. The RootstockCollective 
Foundation supports the creation of user-friendly interfaces and dApps to make it easy 
for community members to participate in governance, the grants initiative and the 
Collective Rewards mechanism. Since the code for these applications is open source, 
technically-advanced users will be able to run the voting front-end dApp themselves 
instead of using the front-end service supported by the Foundation. 

To prevent spam proposals, RootstockCollective will require anyone creating a proposal to 
have voting power that exceeds some minimum threshold. Recall from the previous 
section that voting power depends on delegation and proposal-snapshots. To create a 
new proposal, an account must have enough voting power currently delegated to it to 
meet the minimum threshold. At present the threshold is set at voting power equivalent 
to 1000 stRIF. This threshold is one of several adjustable parameters of the governance 
system. . Once created through the governance system, each proposal is assigned a 
unique ID. The ID is usually automatically created by the smart contracts using secure 
hash functions. This ID is separate from any other numbering that may be used for 
reference in the forum e.g. an improvement proposal numbering system. 

The submission of a formal proposal to the governance contracts illustrates a stark 
difference between on-chain and off-chain processes. For instance, it is natural to 
assume that a formal proposal will only be submitted after it has been thoroughly 
discussed on the forum. In practice, nothing can actually prevent a direct submission of a 
proposal without any discussions. As long as the transaction to submit a proposal is 
formatted correctly, a proposal can be created in a permissionless manner. Of course, 
such a proposal is unlikely to pass without the community’s involvement and off-chain 
discussions. 

Voting in DAOs is usually open for a specified period of time that can last from a few 
hours to several days or weeks. This time period is called a voting window. For simplicity, 
the Collective currently uses a fixed window of approximately one week. This is an 
adjustable parameter. Time is measured in terms of new Rootstock blocks confirmed 
since some reference block - typically the block in which a proposal is created on chain. 
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Rootstock is a proof-of-work chain that is merged-mined with Bitcoin. Therefore, just like 
Bitcoin, the time between blocks is a random variable. On average, the block production 
rate on Rootstock is around 30 seconds. However, the actual block rate can drift from this 
value - in either direction. If blocks are produced faster than anticipated, then a voting 
window can shrink and appear to be ending earlier than expected. Similarly, if block 
production rate drops significantly, then the voting period could last longer than one 
week.  

Voting options in RootstockCollective are currently restricted to three discrete choices: 
YES, NO, and ABSTAIN. Following standard practices, RootstockCollective will require votes 
to meet quorum requirements - to ensure some minimum level of engagement by the 
community. The quorum criteria are based on comparing the cumulative voting power 
cast for a proposal with the cumulative voting power of the entire community. The 
cumulative voting power of the community (at any point in time) is just the total existing 
supply of stRIF tokens - measured at the snapshot block for a proposal. Quorum 
computations take only YES and ABSTAIN votes into account. The quorum value is 
currently set at four percent - which is in line with industry standards (e.g. see Aragon’s 
documentation). Quorum can be altered by community voting. Once the quorum 
requirement is satisfied, the ultimate outcome of a vote is based on whether the YES 
votes surpass a Support Threshold. For example, to implement a simple majority rule, a 
proposal can set the threshold at 50 percent. ABSTAIN votes are disregarded and do not 
matter when determining whether a proposal succeeds or not. 

Once the voting window for a proposal is closed, the outcome is fully determined. If the 
community settles on NO, then no further action is needed. Typically, the YES option is 
associated with an explicit follow-up action. For example, the YES outcome may be a 
decision to award a grant to a specific project, or to approve a builder’s application to join 
Collective Rewards. When a proposal passes, the outcome is not activated immediately 
on the blockchain. Instead, the (now successful) proposal has to be added to a queue 
using a TimelockController contract. Anyone can send the appropriate transaction to add 
a successful proposal to the queue.  A proposal must then wait for a set number of blocks 
before it can be executed. As explained later, this intentional delay in the execution of a 
successful vote is a standard security measure adopted by many DAOs such as 
Compound. 

Once this waiting period is over, the proposal can be activated on-chain through a 
specially crafted transaction that can be triggered by anyone. In some cases, sending this 
on-chain transaction to execute the proposal may be somewhat expensive (in terms of 
gas). For example, this may be the deployment of a new set of contracts to upgrade some 
components of the system. To avoid relying on the generosity of an altruistic community 
member, the RootstockCollective Foundation can make arrangements to ensure that 
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successful voting outcomes are activated without unnecessary delays. For instance, the 
Foundation can make the contract call itself. In the future, the community could also 
consider providing incentives such as automatic execution rewards to whoever initiates 
the transaction. 

Multiple proposals can be open for voting at the same time, and stakers can vote for 
parallel proposals at the same time. However, depending on the snapshot block, a staker’s 
voting power can differ across these independent proposals. This can happen if the user’s 
balance of stRIF changes between the blocks used as a snapshot reference for the first 
and second proposals. 

 

Upgrades to stRIF Token Contract for Collective Rewards 

The launch of Collective Rewards in Q4 2024 required some changes to the way the stRIF 
token works. The changes were implemented as an upgrade to the stRIF token contract. In 
this section, we describe the changes, and provide a brief explanation of why they were 
needed. For a more detailed explanation, we direct readers to the Collective Rewards 
whitepaper available at the Collective’s website. 

Recall that stRIF is created using the RIF token. Users stake (lock) RIF tokens to obtain an 
equivalent number of governance (stRIF) tokens. stRIF holders can withdraw some - or all 
- of their staked RIF from the system through an unstaking transaction - a process that 
burns stRIF tokens to unlock the underlying RIF tokens. The Q4 2024 upgrade to the stRIF 
contract introduced an additional check inside the flow for unstaking RIF from the DAO. 
The new check initiates an automatic query - to ensure that the user’s unstaking 
transaction does not lead to inconsistencies in the Collective Rewards mechanism. 

In the Collective Rewards system, reward allocations for different builders are determined 
from the level of support (or “backing”) they receive from RIF stakers. A community 
member’s level of backing for a builder is measured using the member's stRIF balance.  

When a user unstakes (withdraw) some RIF from the DAO, the new check in the stRIF 
contract starts a query to determine whether the unstaking operation will leave the user 
with a stRIF balance lower than their level of support for builders in the rewards 
mechanism. If this is the case, the DAO’s user interface will redirect the user to reduce 
their degree of engagement in the Collective Rewards system first. Users can do this by 
reducing their backing of some builders - to free up enough stRIF balance to withdraw RIF 
from the system. A similar internal check also happens when a user tries to transfer stRIF 
from their account to some other account. 
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To summarize, the changes to the stRIF introduce additional consistency checks for 
transfer and unstaking operations. These changes to the stRIF contract have no impact on 
stRIF holders who do not participate in Collective Rewards. Even for those who do, the 
main impact is that, depending on how much RIF they wish to withdraw from the system, 
they may have to first reduce their level of support for some builders in the Collective 
Rewards mechanism - before they can proceed with transferring some stRIF or unstaking 
RIF. 

 

An interdependent system 

The additional Collective Rewards logic in the transfer and withdraw functionality make 
the stRIF token a bit unusual for an ERC20 token. However, the stRIF token was created 
specifically to serve as the governance token for the RootstockCollective and support its 
value-capture systems. Therefore, the stRIF token and the Collective Rewards mechanism 
should be viewed as interdependent components - rather than separate modules that 
simply interact with each other in an oblivious manner. Given stRIF’s critical role in The 
Collective, all changes to the stRIF smart contract will be transparent for the community 
to observe and will undergo rigorous testing and security audits. 
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BOOTSTRAPPING THE DAO 

To operate effectively, all DAOs need access to resources. In the absence of any revenue 
sources, RootstockCollective must rely exclusively on community support, at least during 
the bootstrapping phase. This support can come in the form of donations and also 
through contributions of services such as software development, security audits, 
moderation of community discussion forums or social media channels, etc. 

Contributions 

Direct donations can be challenging for the wider community to coordinate and manage. 
This is where the RootstockCollective Foundation can take an active role. Donations can 
be directed to the Foundation, which can then set up a schedule, to make these 
resources available to the DAO’s treasury. Donations can also be received in the DAO 
treasury directly. 

Since the inception of the Rootstock Blockchain, RootstockLabs has been a leading 
contributor to the growth of the network. This direct engagement and support have been 
important for the growth of the Rootstock ecosystem. Given its history, RootstockLabs 
can be expected to support the DAO through both donations and service contributions 
to the RootstockCollective Foundation. RootstockLabs can also serve the community by 
participating in governance, and providing research and technical support to the 
Foundation and the community. The creation of the RootstockCollective is also an 
opportunity for the community to progressively assume greater influence in the 
ecosystem, including its growth and long-term economic sustainability.  

Revenue Sources 

The broader Rootstock community can support the DAO through network fees. Currently,  
RootstockLabs receives a fraction of the transaction fees generated on the network. 
RootstockLabs can contribute some of these fees to the DAO. 

In the future, the DAO may also earn revenue through other means, such as by serving as 
a governance platform for other protocols or applications on the Rootstock network. Such 
applications could share some of their protocol fees with the DAO. 
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Value Capture and Growth 

While the initial focus will be on decentralizing the allocation of grants, the DAO will also 
enable the realization of value capture for Bitcoin builders. For instance, in the future, 
builders may be eligible to receive a share of the DAO’s revenues. This will encourage 
more developers to build great products on Rootstock, increasing transaction activity and 
revenue for the DAO as well as for the builders themselves. DAO community members, RIF 
stakers to be specific, may also be able to take part in the value capture. The distribution 
of fee shares and grant allocations will be decentralized, which will require stakers to vote 
on proposals. Stakers can be incentivized to actively engage in this process, and receive a 
portion of the funds distributed to builders. 

Security 

In the initial stages, the Foundation can help prevent unauthorized withdrawals from the 
DAO’s treasury. The Foundation will have the ability to halt and terminate the on-chain 
voting process for proposals that are flagged by the community as being malicious. 
Suppose a proposal is identified as erroneous or malicious only after it has already 
passed on-chain vote. In this case, the Foundation can remove the proposal from the 
execution queue.  

Post initial deployment of the Collective, the Foundation will maintain ownership of the 
contracts to prevent unauthorized upgrades to the governance system. As mentioned 
earlier, all successful proposals are placed in a queue before they can be activated. This 
design introduces a time delay by default. The delay is a configurable parameter and it 
prevents a voting outcome from becoming active (on-chain) before a certain time or 
block number. This is useful as a security feature when voting on critical changes to the 
system, or making large payments from the DAO’s treasury. In case of security exploits, 
this delay parameter allows the community some time to evaluate their options.  

A common approach adopted by some DAOs is to assign special intervention rights to a 
designated group called “pause guardians” or “security council”. In case of emergency, 
this group (usually a multisig for additional security) can halt the system, or act in a more 
fine-grained manner, such as delaying the time when a highly contentious proposal (that 
has already been voted in favor) can become effective. A security council can also be 
empowered by the community to make emergency upgrades to the contracts. Given 
their power, such intervention mechanisms require careful selection of the members of 
the security council. Given the sensitivity, RootstockCollective will not have this enabled 
at the start. The community can discuss their introduction and the selection process for 
membership at a later point in time. 
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TECHNICAL IMPLEMENTATION 

RootstockCollective intends to observe best practices at highly regarded DAOs. 
Continuing in this spirit, the new governance token and core governance contracts have 
been created using standardized, audited, open-source smart contract libraries such as 
those developed by OpenZeppelin. Details of the technical implementation including 
smart contracts, front-end, back-end and other supporting code are available in the 
Collective’s Github repository.  



 

 


